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DETAILED ACTION 

Continued Examination Under 37 CFR 1. 1 14 

A request for continued examination under 37 CFR 1.114, including the fee set 
forth in 37 CFR 1 .1 7(e), was filed in this application after final rejection. Since this 
application is eligible for continued examination under 37 CFR 1.114, and the fee set 
forth in 37 CFR 1.17(e) has been timely paid, the finality of the previous Office action 
has been withdrawn pursuant to 37 CFR 1.114. Applicant's submission filed on April 
30, 2010 has been entered. 

1 . Claims 1 -1 8, and 24-29 are currently pending consideration. 

Information Disclosure Statement 

2. The initialed and dated copy of the Applicant's Information Disclosure Statement 
(IDS), received on 7/1 9/201 1 , is attached to this Office Action. 

Response to Arguments 

Applicant's arguments filed on April 30, 2010 have been fully considered but they 
are not persuasive for the following reasons: 

The Applicant argues that the Cited Prior Art (CPA), Bowman (U.S. Patent 
5,999,623), does not teach storing a key without requiring the reception of a transmitted 
key. This argument is not found persuasive. Applicant argues that Bowman requires 
the reception of an S-key value which is provided to the receiver station before 
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generating the decryption key. The Examiner contends that this is only in an alternate 
embodiment (Bowman: column 7, lines 40-55: see "in other embodiments"). However, 
the Examiner refers to the portion of Bowman which states that the memory stores 
predefined algorithm, namely the Key-Generator (KG) algorithm , which generates a D- 
key to be used by the Decryption Processing Block (DPB) for decrypting the encrypted 
information (column 7, lines 29-39). This key generation and storing all takes place on 
the smart card (Bowman: Figure 6), and therefore, the D-key which is used to decrypt 
the encrypted information is stored as it is used to decrypt the encrypted information 
which is received (column 7, lines 34-38). Therefore, the arguments are not found 
persuasive, and the rejection is maintained as given below. 



Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 103(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 1 02 of this title, if the differences between the subject matter sought to be patented and 
the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

4. Claims 1 -1 8, and 24-29 are rejected under 35 U.S.C. 1 03(a) as being 
unpatentable over Bowman et al. (U.S. Patent 5,999,623) in view of Johnson (U.S. 
Patent 7,143,294). 
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Regarding claim 1, Bowman discloses: 

A semiconductor integrated circuit for use in an audio-video device arranged to 
produce audio-video signals, comprising: 

an input interface for receipt of a received encrypted enable signal (column 2, 
lines 26-30 : authorized receiver receives an encrypted signal) ; 

an output interface for output of audio-video signals (Fig. 4b: step AJ: outputs 
decrypted information) ; 

one or more hardware circuit portions each arranged to process data in relation 
to the audio-video signals (column 7, lines 5-17: receives encrypted transmission and 
decrypts the transmission); 

a first decryption circuit arranged to receive the encrypted enable signal and to 
decrypt the encrypted enable signal in accordance with a key stored on the integrated 
circuit to provide a plain text message and without requiring receipt of one or more 
transmitted keys (column 7, lines 5-17: receives encrypted transmission and decrypts 
the transmission; column 7, lines 29-39: wherein the key is generated and stored all on 
the smart card); 

a store containing a stored value for the circuit (column 7, lines 1 8-27: the 
memory stores at least two pre-defined constants used to derive the decryption key); 

a second decryption circuit in one or more hardware circuit portions and arranged 
to receive a common key from a common key store in the integrated circuit and to 
decrypt the received encrypted broadcast signal in response to receipt of the common 
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key and the generation of the enable signal (column 6, lines 40-55: wherein the s-key 
values is provided to a receiver from a data table). 

Bowman does not explicitly teach an enabling circuit to selectively restrict, deny 
or allow operation of a hardware circuit portion and a comparison circuit to compare the 
plain text message to the stored value to instruct the enabling device. Johnson, in an 
analogous art, discloses comparing a stored key against a received decrypted key, and 
if they match, the comparator sends an enable signal to a multiplexer (Johnson: column 
6, lines 1 0-20). It would have been obvious to one of ordinary skill in the art to 
implement the enabling circuit of Johnson into the system of Bowman in order to secure 
the system from attack by an unauthorized party (Johnson: column 3, lines 50-55). 

Claim 2 is rejected as applied above in rejecting claim 1 . Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the enabling 
circuit comprises one or more switch elements arranged to selectively interrupt a data 
pathway to, from, or within at least one of the one or more of the hardware circuit 
portions (Johnson: column 6, lines 10-20: enabling circuit). 

Claim 3 is rejected as applied above in rejecting claim 2. Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 2 wherein the data 
pathway is a critical data pathway, whereby interruption of the pathway prevents 
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operation of the at least one of the one or more hardware circuit portions (Johnson: 
column 6, lines 10-42). 

Claim 4 is rejected as applied above in rejecting claim 2. Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 2 wherein the data 
pathway relates to a clock of one or more hardware circuit portions, whereby 
interruption of the data pathway causes the clock to run slower than normal (Johnson: 
column 6, lines 10-42). 

Claim 5 is rejected as applied above in rejecting claim 4. Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 4 wherein the one of the 
one or more hardware circuit portions is a main CPU of the semiconductor integrated 
circuit (column 6, lines 10-42). 

Claim 6 is rejected as applied above in rejecting claim 5. Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 2 wherein the at least 
one of the one or more hardware circuit portions is a display engine, whereby 
interruption of the data pathway causes the video signals at the output interface to be 
interrupted or impaired (Fig. 4b: step AJ: outputs decrypted information). 
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Claim 7 is rejected as applied above in rejecting claim 2. Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 2 wherein the at least 
one of the one or more hardware circuit portions is a data port of the semiconductor 
integrated circuit, whereby interruption of the data pathway prevents operation of the 
data port (column 6, lines 10-42). 

Claim 8 is rejected as applied above in rejecting claim 1 . Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the input 
interface is arranged to receive the encrypted enable signal from a broadcast signal 
(Fig. 4b: stepAJ: outputs decrypted information). 

Claim 9 is rejected as applied above in rejecting claim 1 . Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the input 
interface is arranged to receive the encrypted enable signal from a manual input device 
(Fig. 4b: step AJ: outputs decrypted information). 

Claim 10 is rejected as applied above in rejecting claim 1 . Furthermore, Johnson 
discloses: 
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The semiconductor integrated circuit according to claim 1 wherein the input 
interface is arranged to receive the encrypted enable signal from another device 
(column 6, lines 1 0-42: signal received from the comparator device). 

Claim 1 1 is rejected as applied above in rejecting claim 1 . Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the enabling 
circuit comprises a store arranged to store indications of hardware circuit elements to be 
restricted, denied, or allowed to operate (column 6, lines 10-42). 

Claim 12 is rejected as applied above in rejecting claim 1 1 . Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 1 1 wherein the store 
comprises one or more hardware fuses (column 6, lines 10-42). 

Claim 13 is rejected as applied above in rejecting claim 1 1 . Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 1 1 wherein the store 
comprises a non-volatile memory (column 7, lines 1 8-27: the memory stores at least 
two pre-defined constants used to derive the decryption key). 
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Claim 14 is rejected as applied above in rejecting claim 1 . Furthermore, Johnson 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the enabling 
circuit is arranged to extract from the plain text message indications of which hardware 
circuit elements should be restricted, denied, or allowed to operate (column 6, lines 10- 
42). 



Claim 15 is rejected as applied above in rejecting claim 1 . Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 1 wherein the 
semiconductor integrated circuit is a monolithic circuit for decryption of broadcast audio- 
video signals (column 7, lines 5-14: a smart card for decrypting video transmissions). 



Claim 16 is rejected as applied above in rejecting claim 2. Furthermore, Bowman 
discloses: 

The semiconductor integrated circuit according to claim 2 wherein the at least 
one of the one or more hardware circuit portions relates to storing audio-video signals to 
an external storage device, whereby the enabling circuit is arranged to selectively 
restrict, deny, or allow storage of the audio-video signals produced by the circuit 
(column 7, lines 5-27). 
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Claim 17 is rejected as applied above in rejecting claim 2. Furthermore, Bowman 
teaches: 

The semiconductor integrated circuit according to claim 2 comprising an input for 
receiving broadcast signals from a broadcast network from which the audio-video 
signals are produced, and wherein the at least one of the one or more hardware circuit 
portions relates to production of the audio-video signals (column 7, lines 5-14: a smart 
card for decrypting video transmissions). 

However, Bowman does not explicitly state that the enabling circuit is arranged to 
selectively, restrict, deny, or allow the production of the audio-video signals. Johnson, 
in an analogous art, discloses comparing a stored key against a received decrypted 
key, and if they match, the comparator sends an enable signal to a multiplexer 
(Johnson: column 6, lines 10-20). It would have been obvious to one of ordinary skill in 
the art to implement the enabling circuit of Johnson into the system of Bowman in order 
to secure the system from attack by an unauthorized party (Johnson: column 3, lines 
50-55). 

Regarding claim 18, Bowman discloses: 
A television decoder comprising: 

a semiconductor integrated circuit that comprises an input interface for receipt of 
a received encrypted enable signal (column 2, lines 26-30: authorized receiver receives 
an encrypted signal); 
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an output interface for output of audio-video signals (Fig. 4b: step AJ: outputs 
decrypted information) ; 

one or more hardware circuit portions each arranged to process data in relation 
to the audio-video signals (column 7, lines 5-17: receives encrypted transmission and 
decrypts the transmission): 

a first decryption circuit arranged to receive the encrypted enable signal and to 
decrypt the encrypted enable signal in accordance with a key stored on the integrated 
circuit prior to reception of the encrypted broadcast signals and to provide a plain text 
message without requiring receipt of one or more transmitted keys (column 7, lines 5- 
1 7: receives encrypted transmission and decrypts the transmission; column 7, lines 29- 
39 : wherein the key is generated and stored all on the smart card) ; 

a store containing a stored value for the circuit (column 7, lines 1 8-27: the 
memory stores at least two pre-defined constants used to derive the decryption key). 

a second decryption circuit in one or more hardware circuit portions and arranged 
to receive a common key from a common key store in the integrated circuit and to 
decrypt the received encrypted broadcast signal in response to receipt of the common 
key and the generation of the enable signal (column 6, lines 40-55: wherein the s-key 
values is provided to a receiver from a data table). 

Bowman does not explicitly teach an enabling circuit to selectively restrict, deny 
or allow operation of a hardware circuit portion and a comparison circuit to compare the 
plain text message to the stored value to instruct the enabling device. Johnson, in an 
analogous art, discloses comparing a stored key against a received decrypted key, and 
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if they match, the comparator sends an enable signal to a multiplexer (Johnson: column 
6, lines 1 0-20). It would have been obvious to one of ordinary skill in the art to 
implement the enabling circuit of Johnson into the system of Bowman in order to secure 
the system from attack by an unauthorized party (Johnson: column 3, lines 50-55). 

Regarding claim 24, Bowman discloses: 
A circuit, comprising: 

a first decryption circuit adapted to decrypt an encrypted enable signal in 
accordance with a pre-stored key that is stored in the first decryption circuit and to 
output a plain text message without requiring receipt of one or more transmitted keys 
(column 7, lines 5-1 7: receives encrypted transmission and decrypts the transmission; 
column 7, lines 29-39: wherein the key is generated and stored all on the smart card); 

a second decryption circuit adapted to decrypt the encrypted broadcast signals 
and produce the audio-video signals in response to receipt of a pre-stored common key 
and the control signal (column 6, lines 40-55: wherein the s-key values is provided to a 
receiver from a data table). 

Bowman does not explicitly disclose a comparison circuit adapted to compare the 
plain text message with a stored value and selectively output a control signal if the plain 
text message matches the stored value. Johnson, in an analogous art, discloses 
comparing a stored key against a received decrypted key, and if they match, the 
comparator sends an enable signal to a multiplexer (Johnson: column 6, lines 10-20). 
It would have been obvious to one of ordinary skill in the art to implement the enabling 
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circuit of Johnson into the system of Bowman in order to secure the system from attack 
by an unauthorized party (Johnson: column 3, lines 50-55). 

Claim 25 is rejected as applied above in rejecting claim 24. Furthermore, Johnson 
discloses: 

The circuit of claim 24, comprising an enabling circuit adapted to selectively 
enable, disable, and restrict operation of at least one other circuit in response to the 
control signal (column 6, lines 10-42). 

Claim 26 is rejected as applied above in rejecting claim 25. Furthermore, Johnson 
discloses: 

The circuit of claim 25, wherein the enable circuit is adapted to select which of a 
plurality of other circuits to selectively enable, disable, and restrict operation in response 
to the control signal (column 6, lines 10-42). 

Regarding claim 27, Bowman discloses: 

A method of controlling a circuit for receiving encrypted broadcast signals and 
producing audio-video signals therefrom, comprising: 

decrypting an encrypted enable signal in accordance with a pre-stored key 
without requiring receipt of one or more transmitted keys and to output a plain text 
message (column 7, lines 5-1 7: receives encrypted transmission and decrypts the 
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transmission; column 7, lines 29-39: wherein the key is generated and stored all on the 
smart card); 

decrypting the encrypted broadcast signals and produce the audio-video signals 
in response to receipt of a pre-stored common key and the control signal (column 6, 
lines 40-55: wherein the s-key values is provided to a receiver from a data table). 

Bowman does not explicitly disclose comparing the plain text message with a 
stored value and selectively outputting a control signal if the plain text message 
matches the stored value. Johnson, in an analogous art, discloses comparing a stored 
key against a received decrypted key, and if they match, the comparator sends an 
enable signal to a multiplexer (Johnson: column 6, lines 10-20). It would have been 
obvious to one of ordinary skill in the art to implement the enabling circuit of Johnson 
into the system of Bowman in order to secure the system from attack by an 
unauthorized party (Johnson: column 3, lines 50-55). 

Claim 28 is rejected as applied above in rejecting claim 27. Furthermore, Johnson 
discloses: 

The method of claim 27, comprising the further step of selectively enabling, 
disabling, and restricting operation of at least one other circuit in response to the control 
signal (column 6, lines 10-42). 

Claim 29 is rejected as applied above in rejecting claim 28. Furthermore, Johnson 
discloses: 
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The method of claim 28, wherein selectively enabling, disabling, and restricting 
operation comprises selecting which of a plurality of other circuits to selectively enable, 
disable, and restrict operation in response to the control signal (column 6, lines 10-42). 

Conclusion 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to KAVEH ABRISHAMKAR whose telephone number is 
(571)272-3786. The examiner can normally be reached on Monday thru Friday 8-5. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Nathan Flynn can be reached on 571-272-1915. The fax phone number for 
the organization where this application or proceeding is assigned is 571-273-8300. 

Information regarding the status of an application may be obtained from the 
Patent Application Information Retrieval (PAIR) system. Status information for 
published applications may be obtained from either Private PAIR or Public PAIR. 
Status information for unpublished applications is available through Private PAIR only. 
For more information about the PAIR system, see http://pair-direct.uspto.gov. Should 
you have questions on access to the Private PAIR system, contact the Electronic 
Business Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a 
USPTO Customer Service Representative or access to the automated information 
system, call 800-786-91 99 (IN USA OR CANADA) or 571 -272-1 000. 



/Kaveh Abrishamkar/ 
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